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(54) Mobile electronic payment terminal 

(57) Disclosed is a mobile electronic payment termi- 
nal (10) to which a standard mobile communications 
device (40) such as a cellular telephone may be con- 
nected to enable full mobile EFTPOS transactions to 
occur. The assembly (5) of terminal (10) and communi- 
cations device (40) is able to be held by hand. The 
invention conveniently reduces or eliminates the need 
for a merchant to purchase a dedicated comrrwica- 
tions device for EFTPOS transactions thus reducing 
cost 
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Description ,_i 3} *'** 3 - ' r 

Technical Field 

[0001] The present invention relates to mobile trans- s 
action terminals for financial transactions, and to termi- 
nals for transactions having similar requirements. 

Background Art 

10 

[0002] Electronic funds transfer has become a com- 
monplace technology throughout the developed world. 
Using a customer's credit or debit account funds are 
electronically debited from the customer's account to 
pay for the purchased goods or services. The customer 75 
enters a personal identification number or code (PIN) or 
signs a receipt printed by the terminal, depending on 
the conditions of the card. To date, these transactions 
have been predominantly conducted via fixed terminals 
in merchants' premises. The cards have generally been 20 
magnetic swipe cards, but will increasingly be smart- 
cards incorporating an IC device. It is also proposed by 
the financial services industry that stored value or elec- 
tronic cash type srnartcards will be in wide usage in the 
near future, and trials of this technology are occurring. 25 
[0003] It would be desirable to provide electronic 
funds transfer at point of sale (EFTPOS) terminals 
which are mobile, for a variety of reasons. A range of 
potential merchant users of the system do not operate 
in a way which is suitable for fixed devices -tor example, 30 
tradesmen such as plumbers and electricians* and 
service providers who do not operate from a fixed base 
for payment for example taxi cab drivers. Moreover, 
providing a mobile terminal wfll help to facilitate the 
acceptance of the changes to financial transactions cfe- 35 
cussed above. 

[0004] Mobile EFTPOS systems have been operated 
at least for taxi cabs. One system used in Australia has 
operated using a mobile data network. To the extent 
such proposals have used the mobile cellular voice net- 40 
work, they have assumed that the EFTPOS terminal wfll 
include, for example, a GSM capable modem trans- 
ceiver card. 

[0005] This has a number of practical problems. The 
likely users of such terminals discussed above will, in 45 
most cases, already have a cellular phone to fecflhate 
their business operations. The proposals to 
require them to have two such services - one for their 
normal phone, and another for the EFTPOS terminal. A 
related issue is that the use of the terminal by the so 
intended customer group is likely to be sporadic - per- 
haps 20 transactions a day for the heaviest users, and in 
many cases much less than this. As each transaction 
wiO take only a minute or less, the EFTPOS terminal wfll 
only be used for a very small part of the day. The cus- 55 
tomer would then be paying system access fees and the 
like for very intermittent access. Also, by the nature of 
the usage, the transaction is always initiated from the 



■merchant terminal, sorhere isno need toriave anon- } - 
going connection to receive incoming EFTPOS calls. 
[0006] Australian Application No. 66417/94 by 
Dynamic Data Systems discloses a funds transaction 
device utifising a cellular telephone. The phone is con- 
nected via cables to the modem and pin pad units. The 
transaction device as a whole cannot be hand held -the 
components are merely connected by cables and 
retained within a relatively bulky carry case. 
[0007] It is an object of the present invention to pro- 
vide a hand held mobile transaction terminal for EFT- 
POS and similar applications which provides full 
security features while minimising costs for the mer- 
chant 

Summary of the Invention 

[0008] According to one aspect the present invention 
provides a hand held mobfle financial transaction termi- 
nal, said terminal inducing 

a first card reader for reading a customer card; 
a secure keypad; 
dsplay means; 

processing means for receiving data from said first 
card reader and said secure keypad, so as to con- 
duct any required focal processing, display appro- 
priate messages on said display and communicate 
with a remote host if required; 
interface means for enabling communication and 
control signals to be sent to and received from a 
communications device; 
a removable communications device; and 
mechanical retaining means integral with said ter- 
minal for attaching said cornmunications device to 
said terminal and in contact with said interlace 
means, such that the cornmunications device and 
terminal operatively form an integrated hand held 
unit and allowing selective removal of said commu- 
nications device, said communications device 
being capable of independent operation when sep- 
arated from said terminal. 

[0009] Preferably, the terminal further incorporates 
readers for a merchant smartcard, a customer smart- 
card and a customer magnetic swipe card. It is also pre- 
ferred that interfaces for external printers and other,, .. . 
peripheral devices be provided. 
[0010] Preferably, the terminal further incorporates a 
printer for providing a customer receipt Optionally, 
means may be provided for receiving a data storage 
metfum or connection to enable the merchant to down- 
load data about the transactions wr^ 
essed on the terminal. 

[0011] The display means may be the display of the 
communications device in a suitable implementation. 
[0012] The terminal further incorporates a holder for 
the inclusion of SAMs (secure access modules) which 



2 



3 



EP0940 783A2 



4 



- • 4 enable transactions to be perform^ -according to the 
various card systems in use, for example Mastercard, 
Visa, and Mondex. In a preferred implementation, the 
terminal can hold 8 SAMs. 

[00131 The (xxnrnunications device is preferably a 
conventional cellular telephone, with a connection 
which enables command and communications signals 
to be input from an external device. Such telephones 
are typically those which are promoted as suitable for 
connection to a modem or similar device Most prefera- 
bly, the telephone operates via a cfigital system, for 
example GSM. 

[0014] The mechanical arrangement for retaining the 
communications device will of course vary with the 
device chosen, as will the necessary physical elements 
of the electrical connections to the device from the inter- 
face means. However, it is presently preferred that the 
communications device be mounted at the rear of the 
terminal, in a "back to back" arrangement This aOows 
the size of the assembly to be minimised. It is also 
intended that what ever the telephone selected, the unit 
with telephone attached will be of a weight and size that 
it can be hancffiekt Depending upon the communica- 
tions device chosen, satisfactory reception of the cellu- 
lar signal may require an additional antenna to be 
mounted on the terminal device, or at least for a mount- 
ing point for such an antenna to be provided. 

Description of Drawings 

[0015] An illustrative embodiment of the present 
invention will now be discussed with reference to the 
accompanying figures, in which: 

Figure 1 shows the terminal device of the invention 
with an associated mobile phone mounted to its 
back; 

Figure 2 shows the same device and phone of fig- 
ure 1 but with the phone being separated from the 
device; 

Figure 3 is a schematic diagram showing the place- 
ment and arrangement of features in one imple- 
mentation of the inventive terminal; 
Figures 4 and 5 are side views, partly in section, 
shewing alternative mounting arrangements; 
Figure 6 is an exploded view showing a s sembly of 
. the implementation shown in figures Land 2;.... 
Figure 7 is a software flowchart of an implementa- 
tion of the present invention; and 
Figure 8 is a schematic hardware block cfiagram of 
an implementation of the present invention. 

Detailed Description 

[0016] Embodiments of the present invention wiQ now 
be descrfoed with reference to the accompanying fig- 
ures, it is emphasised that the embodiment shown is 
onfy one of many possfole - in particular, alternative 



-cornrmnication devices could be^utilfeed/ The exacts • 
arrangement of elements within the terminal may be 
rearranged within the present inventive concept. 
[0017] Figures 1 and 2 show one implementation of 

5 the present invention, and its mechanical relationship to 
the accompanying telephona Although the present 
invention is applicable to any suitable cellular telephone, 
it is descrfoed with reference to a particular illustrative 
unit ft will be appreciated that the mechanical engage- 

w merit and interface arrangements would be very 
dependent upon the cellular telephone selected. 
[0018] In Figure 1, there is shown the mobile elec- 
tronic payment terminal 5 consisting of terminal device 
10 with mobile phone 40 mounted to its back. It can be 

is seen that in this implementation, the telephone contin- 
ues to use its normal antenna 24. In some implementa- 
tions, for example inside a motor vehicle, it may be 
necessary to provide an adtftional antenna device to 
enable operation of the cellular telephona It can be 

20 seen that the device 5 is easfly handheld . even with the 
phone 40 connected. 

[001 9] Referring to figure 2, the mechanical retention 

arrangement relies on the telephone 40 being inserted 

into cavity 8. The base of the telephone is adapted to 
25 engage electrical interface 9 ( not shown here in detail - 

see figure 6). Adtitionally, flanges 6 and 7 are formed so 

as to be forced outwards resiOentty when the telephone 

is inserted. Ranges 6,7 accordingly press in towards 

the telephone 40 when it is in the cradle 8 so as to hold 
so it firmly in position. However, the telephone 40 can be 

removed simply by pulling it out of the cradle against the 

resistance of flanges 6,7. Many other mechanical 

arrangements are possible, and will depend upon the 

telephone selected. It wOl be appreciated that the data 
35 connection between phone 40 and interface 9 need not 

be a physical hard wire contact Data may be 

exchanged by way of an infra red link for exampla 

[0020] Figure 3 shows schematically the various hard- 
ware elements of an embodiment of the terminal 10. As 
40 with arty EFTPOS device, a secure keypad 11, display 

12 and function buttons 13 are provided. The operation 

of these is conventional and any suitable devices may 

be used. It is noted that the keypad needs to be of the 

secure type typically used in EFTPOS terminate, so as 
45 to not allow tampering or diversion of the signals prior to 

presentation to the terminal processor (not shown). At 
— the base of the terminal is a detachable printer module 

17, including a paper tear bar 16. The printer module 17 

attaches to terminal device 10 via connector 18. This 
so could be used to print both merchant and customer 

receipts. The printer could operate on plain paper of 

some type, or print onto a pre-for matted printed card, for 

example of business card size. Transaction detaOs for 

the merchant are stored in a suitable memory device 
55 within the terminal, for periodic download via card slot 

15, for example, a removable memory card or via a 

cable directly to the merchants PC or simflar device. 

Alternatively, the storage could be direct to a removable 
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-card-^Orie-impleme^ utifeeS the SrrarHMecfia^' 
cards conventionally used for digital photography, with 
an interface 28 for this purpose provided on terminal 10. 
Of course, this download ng of transaction details is 
purely optional and is not required for the proper tunc- 5 
tioning off the device. Terminal 10 further includes slot 
22 for inserting a customer smartcard, and a magnetic 
card reader 21, in this case extending horizontally on 
the casing although clearly any suitable position on the 
casing could be used. A hand-grip area 20 enables con- w 
venient holding of the terminal with or without the asso- 
ciated telephone. Slot 19 allows for expansion cards to 
be inserted. It will also be possUe for the device to 
include bar code scanning via panel 14. 
[0021 ] Recess 23 is provided to identify the using cor- is 
poration, and from the front the antenna 24 on the cellu- 
lar phone 40 at the rear of the device is visfcle. Figures 
4 and 5 show two alternative arrangements for insertion 
of the telephone device. In Figure 4, the antenna is left 
outwardly when the telephone is inserted; in Figure 5, 20 
the position is more inwardly. Which of these is prefera- 
ble wfll depend upon the cellular telephone selected. It 
can be seen that the arrangement of Figure 5 is used in 
the illustrated device in Figure 2. 

[0022] Figure 6 illustrates in exploded form various 25 
elements in one mechanical implementation of the 
invention. Device 31 is formed from various sub-assem- 
blies, which are illustrated from the rear. Pinpad unit 32 
is connected to the secure assembly 33. This contains 
the encryption and communication software, and is 30 
secured, for example by being sealed with a resin mate- 
rial, to minimise the risk of unauthorised access. SAM 
module 34 fits into the secure module, and is closed in 
use by cover 36. Unit 35 is the rechargeable battery 
pack. Telephone cradle 37 connects electrically to the 35 
central element 39 of secure assembly 33, and is 
mechanically secured by screws, as can be seen from 
the figura Printer assembly 38 is designed to be readily 
removable, and can be removed from its connection to 
the central element 39 by simply unplugging it 40 
[0023] It will be appreciated that the details of the elec- 
trical interface to the telephone may vary with the tele- 
phone selected. Moreover, if a telephone had an 
alternative interface type - for example a wireless local 
radio frequency LAN or infra red link - then this can be as 
readily provided within the terminal. 
. [0024] . Figure 7 describes in overview the operation of . 
the software in an implementation of the invention, rtwrll 
be appreciated that much of the software is conven- 
tional for an EFT device - the only change is in the ability so 
for the software to control the mobile telephone 40 via 
the telephone control interface 44. 
[0025] TrteEFTPOSturxaxxtalrtym performs 
the normal encryption and control functions associated 
with an EFT application. Keys are loaded as required 56 
from key loader 45. Records of transactions are stored 
in the total/reconciliation module 46. An interface to 
cash registers is provided via ECR interface 47. The 



'printer unit is controlled via" print utility 46: and the c5s* - 
play via display utiDty 49. 

[0026] Nlorrnal operations of EFTPOS devices vary 
from country to country, and wfll be well understood by 
those skilled in the art. The details of these operations 
will therefore not be discussed here. 
[0027] The EFTPOS tunctionalrty module 41 commu- 
nicates also with the key management module 43, and 
with messaging unit 42 when a communication is 
required to be sent to carry out a transaction. Generally, 
EFT systems generate a session key for each transac- 
tion. 

[0028] Messaging unit 42 communicates with the tel- 
ephone control interface 44, which allows the EFT unit 
to control the telephone 40 and make calls to cany out 
a transaction. The precise details of the interface will 
depend upon the telephone selected, and would gener- 
ally rely upon specifications provided by the manufac- 
turer. One way to implement this, which is not preferred, 
would be to utilise a commercially available modem 
interface to the telephone, for example one provided by 
the telephone manufacturer, and integrate this within 
the terminal housing. Alternatively, the specific interface 
specifications could be obtained from the manufacturer 
- these are normally kept confidential by the cellular 
phone manufacturers. In general, such interfaces oper- 
ate using a serial communications protocol, similar to 
modem communications. In the same way that the 
mechanical restraint for the telephone wiD need to be 
altered for different telephones, the interface will need to 
be customised. One option would be to pre-load a vari- 
ety of interfaces, with selection of the desired interface 
via a menu driven display on the screen of the device. 
[0029] It will also be appreciated that the present 
invention could be implemented using a telephone hav- 
ing an integrated modem. In that case, terminal 10 
would not need to incorporate a modem or similar 
device, and would merely need the appropriate control 
software to assume control of telephone dialing func- 
tions, etc. A further alternative would be for the phone to 
be manually dialled by selecting, for example, an appro- 
priate speed dial number, with the terminal assuming 
control thereafter. 

[0030] Figure 8 describes an inplemerrtatJon of the 
electronic systems according to one implementation of 
the present invention. As is apparent, the CPU 65 con- 
trols the overall operatfon of the system, and allows for 
commands and data to be sent to the various compo- 
nents. The clock 53, keypad 11, data memory 52, LCD 
cSsplay 12, magnetic card interface 21 (for magnetic 
card 59), and smartcard interface 57 (for smartcard 66) 
are all in cSrect cornmunication with CPU 65. Communi- 
cations interface 56 provides a bus connection to auxil- 
iary communications device 54, optional external 
modem 58, and via phone interface 55 to the cellular 
phone 40. 

[0031] CPU 65 communicates with program memory 
51 to read software instructions, and detaOs of transac- 
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~ tions are stored in transaction storage device 50: It wflP 
be understood that additional storage, for example via a 
mufti-mecfia card connected externally to the system, 
could also be provided. 

[0032] Printer 17 is controlled via printer controller 
subsystem 64. Power, from both the main battery 35 
and back-up battery 61, is supplied via the power supply 
subsystem 62, under control of the supervisory system 
63. Security switches 60 allow the system to be disabled 
if tampering is detected. It wfll be appreciated by those 
skiDed in the art that this is essentially conventional EFT 
software, and any suitable software could be substi- 
tuted. 

[0033] A particular advantage of the inventive 
arrangement is that rt allows the cellular telephone to be 
readily removed from the terminal and utilised as nor- 
mal by the merchant This allows the merchant to only 
subscribe to one telephony service, and use it for both 
EFTPOS and normal voice telephony. This provides 
considerable cost advantages for the merchant, both in 
ongoing costs and in the initial purchase cost The 
inventive EFTPOS terminal does not need to incorpo- 
rate its own conrtrrtunications link to the cellular network. 
It also provides advantages in, for example, a roaming 
situation where instead of two different forms of roaming 
being needed to be effective for both voice and a sepa- 
rate mobile data system, only one need be in place. It 
win be appreciated that the details of irrplementation 
provided are only illustrative, and that a variety of imple- 
mentations inducing additional and alternative features 
are possible within the general inventive concept 



■ **v2^ J A hand-held'financiaj'transa^ accord^ 
ing to claim 1 wherein said communications device 
is a conventional cellular telephone with a connec- 
tion which enables command and cornmunication 

5 signals to be input from an externa) device. 

3. A hand-held financial transaction terminal accord- 
ing to claim 2 further including readers for cards 
such as merchant smartcards, customer smart- 

io cards and customer magnetic swipe cards. 

4. A hand-held financial transaction terminal accord- 
ing to claim 3 inducting interfaces for peripheral 
devices. 

75 

5. A hand-held financial transaction terminal accord- 
ing to claim 4 further including a printer for providing 
a recent 

20 6. A hand-held financial transaction terminal accord- 
ing to claim 5 including means for receiving a data 
storage device or a connection thereto. 

7. A hand-held f inancial transaction terminal accord- 
as ing to daim 6 tnduding a holder for holding SAMs. 

8. A hand-held financial transaction terminal substan- 
tially as described with reference to the accompa- 
nying drawings. 

30 



Claims 



1. A hand held mobile financial transaction terminal, 35 
said terminal induding 

a first card reader for reading a customer card; 
a secure keypad; 

display means; ao 
processing means for receiving data from said 
first card reader and said secure keypad, so as 
to conduct any required local processing, dis- 
play appropriate messages on said cfisplay and 
communicate with a remote host if required; 45 
interface means for enabfing communication 

and control signals to be sent to and received 

from a comrrtinications device; and 
mechanical retaining means integral with said 
terminal for removably attaching said corrtrnu- so 
nications device to said terminal and in opera- 
tional contact with said interface means, such 
that the comrmmications device and terminal 
operatively form an integrated hand held unit 
and allowing selective removal of said corrtrnu- ss 
nications device, said communications device 
being capable of independent operation when 
separated from said terminal. 



EP 0 940 783 A2 




6 



EP0940 783 A2 




7 



EP0940 783 A2 




8 



EP0 940 783 A2 




9 



EP 0 940 783 A2 



Fig 6. 




10 



EP0940783A2 




11 



EP094O 783 A2 



On 
in 















i L 









o 












* 


CO 




*— 1 




1 



00 



12 



This Page is Inserted by IFW Indexing and Scanning 
Operations and is not part of the Official Record 



Defective images within this document are accurate representations of the original 
documents submitted by the applicant. 

Defects in the images include but are not limited to the items checked: 

□ BLACK BORDERS 

□ IMAGE CUT OFF AT TOP, BOTTOM OR SIDES 

□ FADED TEXT OR DRAWING 



Ua BLURRED OR ILLEGIBLE TEXT OR DRAWING 

□ SKEWED/SLANTED IMAGES 

□ COLOR OR BLACK AND WHITE PHOTOGRAPHS 

□ GRAY SCALE DOCUMENTS 

□ LINES OR MARKS ON ORIGINAL DOCUMENT 

□ REFERENCE(S) OR EXHIBIT(S) SUBMITTED ARE POOR QUALITY 

□ OTHER: 

IMAGES ARE BEST AVAILABLE COPY. 
As rescanning these documents will not correct the image 
problems checked, please do not report these problems to 
the IFW Image Problem Mailbox. 



BEST AVAILABLE IMAGES 




